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Remote Access — VPN Client Instructions

Step 1. Get the software

1. If you brought the software home on a CD or thumb drive skip to Step 2: Install the
Software (p. 2).

2. If you haven't already done so, open Internet Explorer and go to:
http://www.sanjoseca.gov/remoteaccess.

3. Create a folder on your computer. This will be used to store the file you download.
4, Click on the vpn4.6.zip file.
www.sanjoseca.gov - /remoteaccess/ - Microsoft Internet Explorer H =
Qo - © - [¥] (A & ) search 57 Favartes %) R ;7 - L) | @ Snaqlt -y
;Addrass | ] heep oo sanioseca.goviremeteaccess) . v B ks ? &

WWW.sanjoseca.gov - /remoteaccess/

To Parent Directory
Monday, June 04, 2007 2:12 PM 126336 mappedbrivesConfig.pdf
Monday, June 04, 2007 2:13 PN 508118 cutlookConfig. pdf
Tuesday, May 259, 2007 9:19 AN 166626 owaConfig.pdf
Monday, June 04, 2007 2:24 PN 347868 pstConfig.pdf
Tuesday, June 05, 2007 10:46 AN 23197= e.pdf

Tuesday, June 05, Z007 10:34 AM 4353599 vpnd.6.zip

Monday, June 04, 2007 1:57 PN EZeET Snfig.p

&) & Internet

When prompted, click Save and put this file in the folder you created in Step #3.
File Download X

Do you want to open or zave thiz file?

Mame: wpn#.6.zip
Type: Wingip Filz, 7.01 MB

From: wiwm, sanjoseca, goy

Open (L] [ Save l [) Cancel |

Alwapz azk before opening thiz tpe of file

harrn pour computer. [F pou do nat tust the zource, do not open ar

@ While files from the Intermet can be useful, zome files can patentially
zave thiz file. ‘What's the nisk?

6. After you save the file, unzip it inside the folder.
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Step 2: Install the software

1.

2.

Double click on Setup.exe.

& C:\Documents and Settingslknakata\Desktop\Wpn4. 6

File Edit “iew Favorites Tools  Help

OBack -J l.ﬁ pSearch u Folders

Mame =

r:'%j 1Readme kxt
@datal.cab
datal.hdr
@dataanb
EDelayInst.exe
ikernel.ex_
Finstaliservice.exe

File and Folder Tasks

() Make a new Folder

@ Fublish this folder to the
Weh

{4 Share this Folder

Other Places

Details

sekup,in:
sig.dat

¥pnd.6
File Falder

Date Modified: Today, June 05,
2007, 10:34 AM

Y

Size
1KB
461 KB
67 KB
£,198 KE
45 KB
337 KB
140 KB
S1KE
1KB
152 KB
S5 KB
1KE
187 KB
ZKB

Type

Texk Document
WinZip File

HLCR File

'WinZip File
Application

E¥_File

Application
Application Extension
BIM File

Eitmap Irmage
Application
Configuration Settings
MK File

DAT File

Date Modified

9/30/2004 11:17 &M

/42004 4:57 AM
/42004 4:57 AM
/42004 4:57 AM
/4/2004 4:55 AM
952001 4:24 AM
/42004 4:56 AM
/42004 4:54 AM
/4/2004 4:57 AM
/42004 4:43 AM
9/5/2001 4:23 AM
/42004 4:57 AM
/4/2004 4:57 AM
/42004 4:59 AM

Click Next.
Cisco Systems YPN Client Setup

Client.

Welcome to the Installshield Wizard for YPN

The InztallShield Wizard will install WPM Client on pour
Computer. Ta continue click Mext.

P e

<Ba<| Mext » I)Eancel |
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3.

4,

Click Yes.

Cisco Systems YPN Client Setup

Welcome to the Installzhield Wizard for ¥PN Client.

Press the PAGE DOWHM key to zee the rest of the agreement.

CLIEMT SOFTWARE LICENSE AGREEMENT OF CISCO SYSTEMS.

|

THE SOFTWARE TO WHICH %0U ARE REQUESTING ACCESS IS THE PROPERTY
OF CISCO SYSTEMS. THE USE OF THIS SOFTWARE 15 GOVERMED BY THE
TERMS &WD COWDITIONS OF THE AGREEMENT SET FORTH BELOW. BY
CLICKIMG "vES" OM THIS SCREEM, *¥OU INDICATE THAT vOU AGREE TO BE
BOUMD BY THE TERMS AND CONDITIONS OF THAT AGREEMENT. THEREFORE,
PLEASE READ THE TERMS AND CONDITIONS CAREFULLY BEFORE CLICKING OM
"vE5". IF¥0U DO NOT AGREE TO THE TERMS AND CONDITIONS OF THE
SGEREEMENT, CLICK. "NO" ON THIS SCREEM, [N 'WHICH CASE vOU WILL BE P

Do vou accept all the terms of the preceding Licenze Agreement? If pou choose Mo, the
zetup will cloze. Toinstall VPN Client, pou must accept thiz agreement.

< Bac Yes Mo |

Click Next.

Cisco Systems YPN Client Setup

Welcome to the Installzhield Wizard for VPN Client.

The InstallShigld *izard will install %¥PH Chent an your Computer. To continue click Mest.

Destination Folder

C:"Program Files\Cizco Systems\WPN Client Browse...
4 Bac(ml Cancel |
'\._‘__‘___'__'__-"
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5. Click Next.
Cisco Systems YPN Client Setup

Welcome to the Installzhield Wizard for ¥PN Client.

Program Folders:

The InstallShigld *izard will install %¥PH Chent an your Computer. To continue click Mest.

I Clignt

Enisting Folders:

2

Admiristrative Tools

[ A [

Adobe
Chicken Invaders
Cleaner 5 EZ
Crystal Reportz 3 Tools
Games
GIF Movie Gear
HEAT ¥
|nstallShield
4 Bach |Ne:<t>| Cancel |
"lq“_‘_-___.__'_.f
6. The client will now install itself on your computer. Here are various screen shots that you

may see during the installation.

Cisco Systems VPN Client Setup
Setup Status

WPM Client Setup i perfarming the requested operations.

Inztalling:

90%

|metallshield

Cancel |

g Pleaze wait while the installation updates your Metwork, Settingz. This may take several minutes. .
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7.

@ Installing the Cizco Systems Metwork Adapter pleaze wait. ..

When the installation completes, you will be prompted to reboot your computer. Make sure

any open programs or documents are closed. Select Yes and click Finish.

Cisco Systems YPN Client Setup

InstallShield Wizard Complete

Before you can use the program, vou must restart pour
computer.

% “Yeg, | warl bo restart my computer now.
7 Mo, | will restart my computer later.

Remaove any dizks from their drives, and then click. Finish ta
complete zetup,

The IngtallShield Wizard has succeszsfully ingtalled WPH Client,
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Configure VPN client

1. Before installing this client, please be sure you have removed any previous Cisco VPN client
software from your computer.
2. Select New.

& VPH Client - Version 4. 6.00.0045 [l ¢

Connection Entw_s Certificates Log Options Help

o, £E - S Cisco SsTeus
il B T
Connect Mew Impart todify Drelete Iy

Connection En rtficates ILog |

I Connection Entry | Host | Trahspork

(o
g VPH Client | Create Hew VPN Connection Entry

LConnection Entry: IESJVF’N

Description: IVPN Connection to C5.)

Host[156.39.72.3

‘l ;| Transport I Backup Servers I Dial-Up I

f+ Group Authentication " Mutual Group Authentication
Mame: |CSIVPNNAT

Password:

| Mot connected,

Canfirm Password:i

(" Cerlificate Authentication

HMame: !
[T Send C4 Certificate Chain

Eraze User Paszword |

Enter Connection Entry: CSJVPN.

Enter Description: VPN Connection to CSJ.
Enter Host 156.39.72.3.

Select Authentication Tab.

Select Group Authentication.

Enter Name CSJVPNNAT (uppercase).
Enter Password v3r3u63.

Confirm Password.

Select Save

RRO0ONOOA~W

= o

Last modified: June 5, 2007 Page 6 of 8



Technology HelpDesk

Information Technology Department

H

(408) 793-6900

Helpdesk@sanjoseca.gov

Remote Access — VPN Client Instructions

Connecting VPN client

1. Connect to your ISP by Broadband (DSL or Cable) or Dial-Up
2. Verify your Internet connection is working, e.g. browse to www.msn.com
3. Launch VPN Client
4, Select CSJVPN
5. Select Connect
& VPN Client - Version 4.6.00.0045 L._JLQJN
Connection Entries  Skatus Certificates Log Options Help
o, £ @ m Cisco SrsTeus
< =3
Connect Hew Impart I adify Delete
f tries I Certificates | Log |
I Connection Entry | Huost . | TlansporL
C5JVPN 156.39.72 .3 IPSec/UDP
< [ Bl
| Mot connected. | A
6. Enter user authentication for VPN (Your remote access username and password)
7. Select OK

& VPN Client - Version 4. 6.00.0045

BEX)

Connection Entries  Status Certificates Log Options Help

S Eif
=]

Cancel Connect MHew Irnpart

Connection Entries |Eert|f|cales | Log I

A

Cisco Sysrems

Delete

| Connection Entry

I Host I Transpart

CSJVPN

4|

156.39.72.3 IPSec/UDP

& VPN Client | User Authentication for "CSJVPN"

Enter Username and Password.

Cisco Sstius Username: |YourUserName

« Passward |

i Authenticating user. ..
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8. Should see VPN padlock icon in task bar.

Disconnecting VPN client

1. Launch VPN Client
2. Select Disconnect

Other Issues
e Drive Mapping
Network Identification — Set Workgroup to user domain name

e Firewalls
XP Home Edition with SP2 — Except UDP 62515 on firewall.
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